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REQUEST FOR PROPOSALS 
 

PCI PENETRATION TESTING  
SERVICES 

 
 

 CONTRACT #14-6 
 
1. General 
 
 
1.1 Summary 

 
A. The Rhode Island Turnpike and Bridge Authority (Authority) is soliciting 

proposals from PCI Standards Council qualified Security Assessors (QSA) companies 
to provide services related specific to testing of the Authority’s current information 
technology network as it relates to PCI DSS version 3.0.   

 
B. The Authority is a small state-quasi agency that is currently responsibility for the 

tolling of several bridges in Rhode Island.  As part of this responsibility, the Authority 
provides services for customers that have a Rhode Island E-ZPass account.  Since 
credit card data is handled as part of this service the Authority needs to meet PCI 
compliant. 

 
C. The Authority is seeking a vendor that will perform external and internal 

penetration testing to certain aspects of its information technology (IT) network as 
part of it meeting PCI compliance. 

 
2. Requirements 
 
2.1 Vendor Requirements  
 

A. The bidder will be an approved PCI Standards Council Qualified Security 
Assessors (QSA) company.  

 
B. The bidder will be required to perform both external and internal penetration 

testing as it relates to PCI Security Standards Council (SSC) Data Security Standards 
(DSS) version 3.0 on select potions of the Authority IT network.   

 
C. Internal Penetration Testing 

1.) Intent of the engagement will be compliance with standard 11.3 of the PCI 
DSS. 

2.) There will be one testing perspective that from a user on the RITBA 
domain – a specific IP address. 

3.) Target scope will be five specific IP addresses one of which is an 
application DMZ. 

4.) Perform work on two (2) unique internal web applications in the 
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application DMZ. There is one (1) unique role of authentication per 
application.  

5.) Testing can either be conducted remotely over an established VPN tunnel 
between the bidder and piece of provided hardware (netbook) placed in the 
Authority IT Domain network segment or conducted with an analyst 
physically being onsite with the appropriate hardware.  

6.) Authentication credentials will be provided for each of the internal web 
applications.  

7.) As part of this proposal, four (4) hours are to be included that can be used 
for retesting of any identified vulnerabilities and/or consultation time between 
the analyst and RI Turnpike and Bridge Authority. 

 
D. External Penetration Testing 

1.) Intent of the engagement will be compliance with standard 11.3 of the PCI 
DSS. 

2.) There will be one (1) unique web application in scope. 
3.) There will be one (1) unique role of authentication in scope. 
4.) There will be three (3) expected network layer services: FTP, HTTP and 

HTTPS. 
5.) The scope will be five (5) public IP addresses assigned to the Authority. 
6.) One set of end user authentication credentials will be provided for one (1) 

public IP addresses. 
7.) As part of this proposal, four (4) hours are to be included that can be used 

for retesting of any identified vulnerabilities and/or consultation time between 
the analyst and RI Turnpike and Bridge Authority 

 
E. The testing will follow OWASP (Open Web Application Security Project) top ten 

guidelines. 
 
F. Provide a hourly rate for any additional hours that may be required upon request. 

 
3. General Terms and Conditions 
 
3.1 Receipt and Opening of Proposals 
 

A. Sealed Bids (Proposals) will be accepted and time stamped upon receipt in the office 
of the Executive Director at One East Shore Road, Jamestown, Rhode Island, 02835 until 
2:00 p.m., Monday June 2, 2014.  Two (2) copies of the proposal must be submitted in a 
sealed envelope marked “PCI Penetration Testing Services – Contract #14-6”.  Bids will 
be opened publicly and read at the Authority’s office on Monday, June 2, 2014 at 2:00 
p.m.. 

 
3.2 Form of Bid 
 

A. Bidders shall submit two (2) copies of their bid, on the form provided, with 
supplemental information, and other required documentation, literature and material to be 
provided with the bid, on the bidders own form. 
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3.3 Submission of Bids 
 

A. Envelopes containing bids must be sealed and must be plainly marked with the name 
and address of the bidder and plainly marked as “PCI Penetration Testing Services, 
Contract #14-6”.  Bids shall be delivered or mailed to: 

 
   Office of the Executive Director 
   RI Turnpike and Bridge Authority 
   1 East Shore Road 
   PO Box 437  
   Jamestown, RI 02835-0437 
 

B. Any bidder may withdraw his bid by written request at any time prior to the 
advertised time for opening.  Telephone and or fax bids, amendments, or withdrawals 
will not be accepted. 

 
C. Unless otherwise specified, no bid may be withdrawn for a period of sixty (60) days 

from time of bid opening without the permission of the Executive Director. 
 
D. Negligence on the part of the bidder in preparing the bid confers no rights for the 

withdrawal of the bid after it has been opened. 
 
E. Proposals received prior to the time of opening will be securely kept, unopened.  No 

responsibility will be attached to an officer or person for the premature opening of a 
proposal not properly addressed and identified. 

 
F. Any deviation from the specifications must be noted in writing and attached as part of 

the bid proposal.  The bidder shall indicate the item or part with the deviation and 
indicate how the bid will deviate from specifications. 

 
G. Include in the bid paperwork a completed W-9 Form which is attached. 
 

3.4 Rhode Island Sales Tax: 
 
A. The authority is exempt from the payment of the Rhode Island Sales Tax under the 

1956 General Laws of the State of Rhode Island, 44-18-30, Paragraph I, as amended.  
3.5 Federal Excise Taxes: 

 
A. The authority is exempt from the payment of any excise tax or federal transportation 

taxes.  The price bid must be exclusive of taxes and will be so construed. 
 
3.6 Qualification of Bidders: 
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A. The Authority may make such investigations as it deems necessary to determine the 
ability of the bidder to perform the work.  The bidder shall furnish the Authority with all 
such information and data for the purpose as may be requested.  

 
B. The bidder shall provide three (3) references on Attachment. 
 

3.7 Addenda and Interpretations: 
 
A. All questions pertaining to the specifications or proposal procedure should be 

directed to James Swanberg, Director of Plaza Operations, Safety and Security at (401) 
423-1953 or jswanberg@ritba.org.  The Authority is not responsible for information 
obtained from any other source.   

 
3.8 Award of Bids: 

 
A. The Authority reserves the right to award in whole or in part. 

 
3.9 Contract Term: 
 

A. This is a one year contract with two additional one year options to renew.  
 
3.10 Hold Harmless: 

 
A. The contractor shall be responsible for his work and every part thereof, and for all 

materials, tools, appliances, and property of every description used in connection 
therewith.  The contractor agrees to indemnify and hold harmless the Rhode Island 
Turnpike and Bridge Authority, its employees and agents, against loss or expense by 
reason of the liability imposed by law upon the contractor, all sub-contractors, or owner 
for damage because of bodily injuries, including person or persons or on account of 
damage to property arising out of or in consequence of the performance of this work 
whether such injuries to persons or damage to property are due or claimed to be due to 
any negligence, including gross negligence, of a sub-contractor, the owner, the general 
contractor, his or their employees or agents, or any other person. 

 
3.11. Deadline for Submissions of Proposals  

 
A. The sealed bids will be accepted until 2:00 p.m., Monday, June 2, 2014 at the 

office of the Authority, One East Shore Road, Jamestown, Rhode Island.  Two (2) 
copies of the proposal must be submitted in a sealed envelope marked “PCI 
Penetration Testing Services – Contract #14-6” and may be mailed to the Authority or 
hand carried and delivered to the Authority prior by the time and date noted above.  
Bids will be opened publicly and read at the Authority’s office on Monday, June 2, 
2014 at p.m.. 

 
B. The authority reserves the right to reject any or all bids, waive any informalities in the 

bidding, or accept the bid deemed to be in the best interest of the Authority. 
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PROPOSAL  
 
TO: The Rhode Island Turnpike and Bridge Authority 

PO Box 437 
Jamestown, RI  02835 

 
We the undersigned propose to furnish to the Rhode Island Turnpike and Bridge Authority, “PCI 
PENETRATION TESTING SERVICES, per attached specifications dated _________ 2014 
for the prices stated below.   
 
 
Price of the External Penetration Test: 
 
Price in figures:  $__________________________________________________________ 
 
 
Price of the Internal Penetration Test: 
 
Price in figures:  $ __________________________________________________________ 
 
 
Hourly rate for any additional hours if required: $__________________  
 
 
Please supply any additional pertinent information about your proposal that is relevant to this 
contract.  
 
 
 
 
 
 
 
 
 
By:_______________________________________       __________________________________________ 
     Authorized Signature      Date                                        Company name 
 
 
__________________________________________        _________________________________________ 
      Print Name & Title                                                     Address   
 
 
__________________________________________        ____________________________________________ 
     Telephone                   Fax                                   Authority                  State  Zip Code 
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Please include three (3) references with bid. 
 
REFERENCES: 
 
Name: _____________________________________________________________   
 
Firm:  _______________________________________________________   
 
Contact Number: ____________________________________________________  
 
Address: ___________________________________________________________  
 
 
 
Name: _____________________________________________________________   
 
Firm:  _______________________________________________________   
 
Contact Number: ____________________________________________________  
 
Address: ___________________________________________________________  
 
 
 
Name: _____________________________________________________________   
 
Firm:  _______________________________________________________   
 
Contact Number: ____________________________________________________  
 
Address: ___________________________________________________________  
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